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1 Steganography and Multilateral Security

Andreas Westfeld

Abstract

In this article the use of steganography and watermarking for the realization of multi-
lateral security in IT systems is outlined. The evolution of both technologies is still in
its infancy. Their further development will allow their use to protect the goals of sev-
eral participants in a communication relationship. The procedures which are used to
meet different requirements are described.

The emphasis in this paper is on steganographic protection mechanisms. They can be
used to guarantee confidentiality. Watermarking is an additional focus. Today, copy-
right cannot be protected securely by watermarking, but infringements can be made
more difficult.

1.1 Introduction

Electronic communication has attained a high degree of significance because it can be
much faster, simpler, and more secure than traditional communication procedures.
Multilateral security includes protecting the interests of all participants. Two exam-
ples related to steganography are:

1. copyright (protect intellectual property from digital robbery)

2. personal privacy of correspondence (secrecy of confidential correspondence)

In order to achieve protection goals for unequally strong partners, future communica-
tion networks have to be designed to be multilaterally secure, otherwise social values
will be jeopardized.

Strictly speaking, steganography is both watermarking for authentication, as well as
steganography in the narrower sense, for confidential communication. In the follow-
ing we use the term steganography as a synonym for steganography in the narrower
sense.

1.2 Steganography for Confidentiality

Steganography is not a routine means to protect confidentiality. In general, cryptog-
raphy is used to communicate confidentially. Users need strong cryptography to pro-
tect themselves against attackers. Cryptographic algorithms, the security of which can
be proven, or can be traced back to known and, to date, unsolved mathematical prob-
lems, are already available today. However, in contrast to steganography, crypto-
graphic algorithms output messages which are recognizable as encrypted messages,
although their content remains confidential.

Steganography (στεγανος+γραφειν, hidden writing) embeds a confidential message
into another, more extensive message, which serves as a carrier. In this case, the car-
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rier is modified in an imperceptible way, so that it reveals nothing about the embed-
ded message.

1.2.1 Problem Statement
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0100111100000
1011011011...
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Figure 1.1: Steganographic system

The way a steganographic algorithm functions is represented in the figure above. On
the part of the sender, a steganogram is made with the embedding function. The em-
bedding function has two parameters:

1. a carrier medium containing randomness (e. g., noise) and

2. the message to be embedded.

Multimedia data, such as audio and video, are excellent carriers. After digitization or
loss of quality compression, they contain so-called quantisation noise so that devia-
tions provide space for embedded data. The recipient reproduces the embedded mes-
sage from the steganogram with the extracting function.

The steganogram has to have the same statistical characteristics as the carrier media,
so that the use of a steganographic algorithm can not be detected. Consequently, a
(potential) message can be read from both the steganogram and the carrier medium
because the steganographic algorithm does not recognize that a message was embed-
ded. It follows that a message which is read from a steganogram is not statistically
different from a potential message in a carrier medium.

Some steganographic applications use keys. We can distinguish two kinds of keys: a
steganographic key and a cryptographic key . A steganographic key controls the em-
bedding and extracting processes. For example, it can scatter the message to be em-
bedded over a subset of all suitable places in the carrier medium. Without the key this
subset is unknown, and the sampling used to detect a statistical attack is a mixture of
used and unused places (i. e. of all potential places) which spoils the result. A crypto-
graphic key, however, is used to encrypt the message before embedding it. As a re-
sult, these applications detach the “secret” which conceals the message in the form of
a parameter—the key—from the actual algorithm. If the key is confidential, the
steganographic algorithm can be public. It is only possible to decide if the bits read
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are, in fact, an encoded message of a potential steganogram if one has the appropriate
key. Encryption provides a neutral uniform distribution. Encryption is also advisable,
in addition to the remaining tools which do not implicitly encrypt.

1.2.2 Insecurity of Most Current Steganographic Systems

There are already a large number of programs which apply steganography to video
and audio files. The majority of the programs (e. g. S-Tools, Steganos, EzStego, and
Jsteg) embed messages by replacing the least significant bits of the carrier data. These
algorithms are fundamentally weak and there is a high probability that they will be
detected [West_99]. Two errors are primarily responsible for their weaknesses:

1. The embedding process modifies all least significant bits. In general, least signifi-
cant bits are not completely random (otherwise, it would be very inefficient to
transmit them). Solution: we should concentrate the embedding process exclu-
sively on the randomness in the carrier medium.

2. Overwriting the least significant bits leaves traces because statistically independ-
ent frequencies of occurrence are balanced. Solution: we should replace the op-
eration overwrite by other operations, e. g. by increment. Then the frequencies are
not balanced, but circulate in the range of values.

In order to locate randomness in the carrier medium, we have to scrutinize the signal
path. We should look for non-deterministic effects which the embedding process
could simulate. A precise knowledge of the signal path is important in order to esti-
mate how securely a steganographic technique works. We can use non-deterministic
phenomena of the input equipment, such as that of a camera or of a scanner. In re-
spect of a video conferencing system, the characteristics of the signal path allow an
embedding function to imperceptibly displace parts of the video content in the hori-
zontal direction for the following reasons [WeWo_98]:

1. The light is usually transformed into an electrical signal in the camera by a charge
coupled device (CCD) [JNam_97, Schö_96]. A CCD is a matrix of light sensitive
elements. For domestic applications, only one CCD is used to get all three color
components. Three horizontally adjacent sensors, receiving respectively red,
green, and blue filtered light, make up one pixel. The horizontal distance between
the three sensors is only a portion of a pixel and, thus, is ignored. In most cases
the horizontal resolution is lower than the vertical.

2. The image incorporated by the camera is fed into the composite output signal,
line by line from top to bottom. If there are 800 image elements per line, the hori-
zontal video bandwidth is up to 800 times as large as the vertical, e. g. we could
have a horizontal bandwidth of 6 MHz and a vertical bandwidth of 8 kHz. The
noise level depends on the bandwidth being considered. There is more noise in
the horizontal bandwidth.
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3. Two scan lines are aligned by a horizontal synchronization pulse. The position of
an image element depends on this pulse in the horizontal direction, while it is de-
termined by the scan line number in the vertical direction. The deviations of the
horizontal synchronization pulse influence the horizontal position.

If a steganographic algorithm simulates the peculiarities of a camera, it will not raise
an attacker’s suspicion. The embedding process can exploit the randomness of the
carrier medium if it codes using horizontal de-phasing. Video conferencing systems
use loss of quality compression to reduce the fullness of the data the camera captures.
In general, loss of quality compression contains a transformation step called DCT
(discrete cosine transformation, e. g. [Hung_93]). The DCT transforms blocks of pix-
els into blocks of frequency coefficients. After DCT the quantisation causes the delib-
erate loss of unwanted information. If we embed our secret message before the loss of
quality step, the loss would interfere with our message. A redundancy code could
reduce the errors in our message, but embedding the message after the loss of quality
step results in no errors whatsoever.

non-deterministic

processing
lossy

processing

deterministic, deterministic,

loss-free

processing

embedding

Figure 1.1: Sections of the signal path

The figure above shows the sections of the signal path. The first section is the ana-
logue processing in the camera. It is followed by the digitization and loss of quality
compression. After this second section we can embed our message into the signal.
The embedding function can imperceptibly displace the video content. The imple-
mentation of this function is not obvious because the video contents have already
been transformed into frequency coefficients at this point. The details of how the
suitable coefficients are changed are described in [WeWo_98]. Since the replacing of
bits is responsible for the weaknesses of most steganographic algorithms, we do not
replace the least significant bits. Instead, if necessary, in order to embed we decre-
ment the absolute values of the suitable coefficients to adapt the modulo-2 sum of a
block of frequency coefficients to the current bit.

The less we embed (in the simplest case by distributing the data to be embedded) the
less significant statistical attacks are. Unfortunately, in this case the relative transfer
rate decreases and the algorithm works less effectively. In the extreme case, we have
an application which is completely secure, but embeds nothing.



5

Figure 1.2: User interface of the steganographic system

The figure above shows the user interface of the steganographic videoconferencing
system, derived from the Inria Videoconferencing System (IVS). The users with the
steganography-enhanced version have two additional windows: one for the input of
text (the secret message to hide) and one for displaying the embedded messages of the
communicating partner. The application is comparable to a combination of a video
conference and a chat utility like the Unix command “talk”.
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1.3 Watermarking for Copyright Protection

Digital recording media facilitate the making of an unlimited number of perfect cop-
ies of videos, music, and multimedia works. Industry developed the conventional
anti-copying protection to prevent piracy. This involves prefixing some bits to every
digital recording which prevent copying, or enable only private copies. This functions
only as long as the devices of all manufacturers enforce it. However, recorders have
emerged which can copy any recording and there are programmable computers which
are also able to make copies. [PeAK_98]

1.3.1 Problem Statement

In addition to conventional copy protection, there is also watermarking. Using
steganographic techniques, the copyright holder embeds with a digital watermark into
the work to be protected, i. e. a note about the copyright holder, terms of use, or the
legitimate user. This note is combined as robustly as possible with the contents of the
work without significantly damaging the quality of the work. As a result, the con-
sumer or the legitimate user can not pass the work on without the digital watermark.
If the digital watermark is removed a clear loss of quality should impair use of the
work.

marking
function

illegal
removal
tool

test

test

copyright (c) 1999
property of O. W. Ner

video, music,
or multimedia
work

copyright (c) 1999
property of O. W. Ner

loss of
quality

Not marked.

Figure 1.1: Watermarking system

1.3.2 Insecurity of All Current Watermarking Schemes

However, present watermarking tools cannot resist attacks. Some watermarking
methods for images do not survive simple image editing such as cropping, scaling,
and rotation. Others are resistant in respect of simple image processing and can only
be removed with sophisticated tools, such as e. g. Stirmark [Kuhn_97] and UnZign
[UnZi_97] where the residual picture quality is good enough for many purposes.

To make a watermark robust, we have to fuse it with a significant part of the copy-
righted work. This is probably only possible if major changes are made in the content
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of the copyrighted work. An adjustment which is too soft can easily be removed. On
the other hand, adjusting the significant content too much would cause an extreme
loss of quality. Evidently, optimal robustness is close to the lowest tolerable degree of
quality. Tolerable quality is a very subjective issue, and differs markedly between the
parties in our watermarking model. The legal owner and buyer of a copyrighted work
naturally wants the best possible quality for his money. The owner of a pirated copy,
however, will react according to the principal of: “never look a gift horse in the
mouth.” The question of whether the owner of a pirated copy would prefer to remove
the watermark (accepting the loss of quality which accompanies this) or would buy a
legitimate copy remains open.

1.4 Conclusion and Outlook

In respect of multilateral security, watermarking and steganography raise a number of
issues.

Watermarking can support content producers, as it helps to protect them against pi-
racy. However, it appears that secure watermarking (loss of the watermarked item
when the watermark is removed) is impossible, although there is steady progress in
the development of watermarking algorithms. There are so-called 80/20%-solutions
which at least complicate piracy, however, there are cases where, with sufficient ef-
fort and criminal vigor, these can be outwitted with an acceptable loss of quality. One
should not place too much trust in watermarking because it is inherently breakable.
Registration and depositing watermarks can assist with the checking of copyrights
[HRPP_98] so that users have a better chance of avoiding uncomfortable surprises,
e. g. that a picture they used turns out to be copyrighted.

There are two important aspects in the relationship between multilateral security and
steganography. In the first instance, steganography is another instrument to protect
communications. It is not the most efficient instrument for all applications, but it
gives users a wider choice of protection instruments, especially for confidentiality and
unobservability [WoPf_99]. Further, steganography has a major impact on the current
debate over the use and restriction of cryptography for protecting confidentiality.
From the point of view of multilateral security this debate is important, as the avail-
ability of strong cryptography for users is essential for realizing multilateral security
efficiently. A restriction of cryptography would hinder multilateral security and its
implementation. When the restriction of cryptography use is aimed at strengthening
law enforcement agencies against (organized) crime, the existence of steganography
clearly illustrates, that this approach is not effective. Criminals can easily circumvent
the restrictions by using steganography, and there is no realistic way to detect and
stop this use. As a result, steganography can be seen to promote the widespread and
legal use of strong cryptography.
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